
Version Info: 

1. This firmware upgrade is irreversible. Contact tp-link technical support if 

downgrade is required. 

2. Recommended Pharos Control version 2.0.8 or above. 

 

New Features: 

1. Added support for delivering credentials after a device is reset and adopted by 

Pharos Control. 

2. Added support for configurable TLS cipher and suite switches, allowing the use 

of legacy TLS versions and older cipher suites. 

  

Enhancements: 

1. Enhanced device security. 

2. Optimized TLS encryption algorithms. 

3. Improved SSL certificate handling. 

4. Optimized SSH encryption algorithms and added brute-force protection. 

5. Optimized SSID encryption policy by setting WPA2 as the default and 

removing WEP/TKIP options. 

6. Improved SNMP get/set community mechanism with strong password policies. 

7. Adjusted web login anti–brute force threshold to 30 attempts. 

8. Enhanced Pharos Control security by supporting brute-force protection during 

adoption. 

9. Improved password strength policy and prompts for web login. 

10. Strengthened password validation for Auto Mail Settings. 

11. Added a reminder preventing deletion of the last SSID when multi-SSID mode 

is enabled. 

12. Optimized UI display for certain languages. 

13. Improved password input behavior by automatically truncating values longer 

than 63 characters. 



14. Optimized log recording strategy. 

  

Bug fixed: 

1. Fixed an issue where the previous password might be retained when changing 

an SSID's encryption method after switching operating modes. 

2. Fixed an issue where certain configuration pages displayed abnormally. 

 


